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Abstract
The increased use of sensor-based digital health technologies (DHTs) in clinical 
trials brought to light concerns about implementation practices that might intro-
duce burden on trial participants, resulting in suboptimal compliance and become 
an additional complicating factor in clinical trial conduct. These concerns may 
contribute to the lower-than-anticipated uptake of DHT deployment and data use 
for regulatory decision-making, despite well-articulated benefits. The Electronic 
Clinical Outcome Assessment (eCOA) Consortium gathered collective experience 
on deploying sensor-based DHTs and supplemented this with relevant literature 
focusing on mechanisms that may enhance participant compliance. The process 
for DHT implementation starts with identifying a clinical concept of interest 
followed by a digital measure selection, defining active or passive data capture 
and their sources, the number of sensors with respective body location, plus the 
duration and frequency of use in the context of perceived participant burden. 
Roundtable discussions among patient groups, physicians, and technology pro-
viders prior to protocol development can be very impactful for optimizing trial 
design. While diversity and inclusion are essential for any clinical trial, patient 
populations should be considered carefully in the context of trial-specific aims, 
requirements, and anticipated patient burden. Minimizing site burden includes 
assessment of training, research engagement, and logistical burden which needs 
to be triaged differently for early and late-stage clinical trials. Additional consider-
ations include sharing trial results with study participants and leveraging publicly 
available data for compliance modeling. To the best of our knowledge, this report 
provides holistic considerations for sensor-based DHT implementation that may 
optimize participant compliance.
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INTRODUCTION

In this manuscript, we refer to the US Food and Drug 
Administration's (FDA) definition of a digital health tech-
nology (DHT)1 and specifically focus on sensor-based 
DHTs that constitute sensor-based hardware and firm-
ware coupled with data processing algorithms to collect 
health-related information in an objective way.

The early phase of adoption of sensor-based DHTs for 
use in clinical research gained interest rapidly and was 
characterized by conceptual thinking, a launch of pilot 
experiments,2 and hype.3 Despite limitations, the learn-
ings from earlier efforts proved valuable and enabled 
the development of frameworks4,5 to design and execute 
DHT-enabled experiments. This, in turn, facilitated the 
deployment of sensor-based DHTs in natural history stud-
ies6,7 aimed at creating digitally enabled reference datasets 
to inform clinical proofs of concept, as well as in interven-
tional studies to attain practical experience of using these 
tools in consort with other clinical trial procedures and 
inform digital end-point use in future trials.8–10

Some sensor-based DHTs have gained regulatory en-
dorsement11–13 and some incorporated into ongoing14 and 
completed trials, including the FDA agreement for using an 
actigraphy-derived measure to support a primary end point 
in a Phase III trial,15 but the total number of studies deploy-
ing these technologies has been relatively small and indicates 
a slower rate of DHT adoption. The limited deployment of 
DHTs in clinical research is surprising given the potential of 
DHTs as described earlier16–18 and alongside the objectively 
assessed financial benefits.19 Moreover, adoption of remote 
data collection as a part of decentralized clinical trials was 
accelerated during the COVID-19 pandemic with the sup-
port of appropriate regulatory guidance.1,20 Consequently, 
one could reasonably anticipate an increase in the number 
of clinical trials using sensor-based DHTs with the hope of 
solving many of the challenges that plague clinical trial ex-
ecution, including long durations and high cost due to the 
need to recruit relatively large number of clinical sites and 
participants21 to power a trial appropriately, participant re-
tention and their ability to complete clinical trial procedures 
that would contribute to a final dataset.22

Several reasons have been identified as contributors to 
the lack of a wider adoption of DHTs in clinical research. 
Of principal concern are those outstanding regulatory ques-
tions pertaining to evidentiary package expectations for 
sensor-based DHT-derived measures,23 a concern that could 
be addressed by generating evidence to enable further de-
velopment of regulatory guidance and precompetitive work 
to align DHT-related terminology.24 In addition, clinical 
trial sponsors exhibit a hesitation attributable to a fear of 
potential deployment challenges with these relatively new 
technologies which, in turn, could conceptually hamper 

evidence-generating studies and further development of 
regulatory science. Sponsors' concerns often pertain to the 
site's and/or participant's ability to manage such technolo-
gies and the risk of an associated burden that might impact 
on the generation of valid data, and, ultimately, qualified 
measures. Questions like—“How do we know that par-
ticipants will use these devices correctly at home? Would 
adding DHT-derived measures increase the overall burden 
on a participant? What is the anticipated compliance? Are 
there any data on participant compliance with a particular 
device in a given disease population? Can study partici-
pants manage the technologies including battery charging, 
data synchronization, using devices properly?”—are asked 
in preparation for almost any trial for which a decision has 
been made to explore the use of DHTs. Successful deploy-
ment of DHTs is often measured by participant compliance 
in wearing a sensor and generating valid data.

We define compliance, which sometimes is also termed 
adherence,25 according to the National Cancer Institute 
Definition of Terms as “the act of following a medical regi-
men or schedule correctly and consistently, including taking 
medicines or following a diet”.26 A recent systematic review 
of sensor-based DHT-derived participant compliance indi-
cated tremendous variability in both defining and reporting 
compliance.25 There are no established and commonly ac-
cepted thresholds of acceptable compliance, though some 
authors perceived 75%–80% compliance as good or satisfac-
tory whereas rates above 90% were perceived as high or very 
high.27,28 However, compliance is very context dependent 
and can be impacted by a number of factors.

To answer those questions frequently asked during 
the trial design phase, the members of the Critical Path 
Institute's Electronic Clinical Outcome Assessment (eCOA) 
Consortium identified key topics based on these frequently 
asked questions, summarized authors' collective experience 
with sensor-based DHT deployment and supplemented it 
with findings and conceptual thinking gleaned from peer-
reviewed literature and relevant regulatory guidance doc-
uments, resulting in the derivation of the considerations 
summarized in Figure 1. Furthermore, these considerations 
reflect on approaches that optimize participants' compliance 
with using DHTs per protocol. Although not all the below-
described steps directly impact upon study participants' 
compliance, it is important to outline the study preparation 
steps to develop a complete picture (Figure 1).

DEFINING A CLINICAL CONCEPT 
OF INTEREST AS A STARTING 
POINT

The selection of DHTs and related measures starts with 
identifying a clinical concept of interest that is relevant to 

 17528062, 2024, 11, D
ow

nloaded from
 https://ascpt.onlinelibrary.w

iley.com
/doi/10.1111/cts.70054, W

iley O
nline L

ibrary on [15/11/2024]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



      |  3 of 16IMPLEMENTING SENSOR-BASED DHTS IN CLINICAL TRIALS

the participant, rather than identifying the technology it-
self; this starting point empowers compliance by defining 
a characteristic that the trial participant will experience 
and be able to report. The selection of digitally derived 
measures and related DHT-based candidates, including 
hardware, firmware and software (Figure 1) is the second 
step. However, it is critical to note that identifying clini-
cally meaningful concepts is linked to patients' belief that 
the measure effectively evaluated an important symptom; 
this dynamic was ably demonstrated in early Parkinson's 
disease, with a described “greater participant engagement 
and reciprocity.”29

DHT-derived measures can be classified as biomark-
ers or eCOAs; the exact classification is dependent on the 
context of use.23,30 In the case of biomarkers, candidate 
measure development starts with describing the unmet 
medical need, why a biomarker is needed and what role it 
will play in addition to the existing tools and assessments 
in drug development efforts.31 Examples of unmet medi-
cal need include cardiac monitoring for extended periods 
of time outside of clinical pharmacology units,32 the need 
to detect frequent changes in a disease condition as a re-
sult of diurnal variation and environmental exposure,33 
and biomarkers to identify cytokine release arising during 
certain anticancer treatments.34 Statistical considerations 
for DHT-based monitoring for adverse events are dis-
cussed elsewhere.32 In the case of eCOA, the measure de-
velopment begins with identifying aspects of health that 
are meaningful to patients. The supporting methodology 

has been thoroughly outlined in recent FDA guidance on 
patient-focused drug development.35 Examples of DHT-
based eCOAs are: mobility as measured by an appropri-
ate body-worn DHT in Duchenne muscular dystrophy 
(DMD),11 or assessment of motor function in Parkinson's 
disease (PD) via more sensitive digital measures of move-
ment not granularly captured via traditional clinical 
scales.7,8,36 In some cases, both biomarkers and eCOA may 
be needed to obtain a full picture of a patient's condition. 
For instance, asthma status can be captured by both bio-
markers obtained by means of mobile spirometry33 and 
electronic patient-reported outcome (ePRO) measures 
capturing disease symptoms during the day and night.37 
Other regulatory considerations can be found in the re-
view by Bakker et al.38

Digital measure selection

Once a biomarker or an eCOA-based concept of interest is 
selected, the next step includes determining whether it can 
be captured by means of sensor-based DHTs (Figure 1).

Some disease symptoms are more amenable to char-
acterization by digital means than others. For example, 
an impairment of gait, balance, and motor function can 
be quantified using body-worn inertial sensors such as 
accelerometers, gyroscopes, and magnetometers.39–42 
In other diseases, key symptoms can be difficult to cap-
ture by sensor-based methods. For example, the best 

F I G U R E  1   Key considerations for sensor-based DHT implementation in clinical trials.
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practices for capturing gastrointestinal symptoms rely on 
patient reports.43 Considerations for selecting a particu-
lar sensor-based DHT for a specific purpose are described 
elsewhere44,45 and include the DHT's form factor, body 
placement, device battery, data synchronization process, 
data processing algorithms, and the associated burden on 
the participant. Below, we provide additional consider-
ations not described in detail in the peer-reviewed litera-
ture (Figure 1).

Point-in-time active or continuous passive 
data capture

Sensor-based DHT-derived measures can be derived, 
point-in-time, predefined tasks which require active 
participation or employ passive continuous monitoring. 
Examples of such measures are shown in Table 1. Some 
point-in-time measures are considered performance 
outcome (PerfO) measures and may increasingly be im-
plemented using sensors, both in-clinic and at home. 
Examples are included in the recent ISPOR good practices 
task force report on recommendations on the selection, 
development, and modification of PerfO assessments.46 
The determination of point-in-time active versus contin-
uously collected passive measures is often driven by the 
concept of interest defined in the protocol. For example, 
if the clinical concept of interest is overall daily activity, 
passive measurement capturing physical activity across 
the majority of the waking day may be pertinent. On the 
other hand, if specific gait parameters are more relevant, 
these may be more suited to point-in-time PerfO measures 
where patients, for example, conduct a short walking test 

for long enough to reliably assess the gait parameter of 
interest. In general, however, passive measures capture 
what a patient elects to do, whereas PerfO measures cap-
ture what they are capable of doing. The two are similar, 
but not the same, as indicated by a recent systematic re-
view of the IDEA-FAST initiative for DHT-enabled fatigue 
measures.47

The deployment of both point-in-time active tasks 
and continuous remote data collection approaches re-
quires careful consideration (Table  2). The variability of 
data collected in an unsupervised environment presents 
greater challenges compared to data collected at super-
vised clinic visits where greater standardization can be 
imposed, and particularly relevant when participants 
are required to follow specific data collection protocols.48 
Study participants can experience challenges with man-
aging technologies on their own which may result in 
variable participant data contribution.25 Moreover, both 
point-in-time and continuous measures may require con-
textual data to support interpretation of results—this can 
be achieved with patient-completed questionnaires with 
predefined content,49,50 or potentially by means of diaries 
of semi-structured or even unstructured format,51 though 
unstructured data collection from participants is not cur-
rently considered a standard practice. Additionally, use of 
advanced data analytics may be required to fully leverage 
the large amounts of data.32,52

Ultimately, the amount of data required to answer 
questions posed by a study needs to be considered in the 
context of DHT choice and specific measure selection. 
Often, passive data collection is considered to be of lower 
burden for patients as compared to active point-in-time 
tasks. However, in some instances, point-in-time active 

T A B L E  1   Examples of active point-in-time and continuous monitoring measures.

Description and reference

Type of measure 
(point in time or 
continuous)

Biomarker or 
COA Reported compliance

Mobile spirometry performed daily or twice a 
day in asthma (Huang et al., 2020)33

Point in time Biomarker 69.9% twice-daily measurements within 
prespecified windows, 85.3% once daily

Ambulatory heart rate monitoring in healthy 
volunteers (Izmailova et al., 2019)55

Continuous Biomarker 53%–95% during the stay in the clinical 
pharmacology unit; 69%–96% at home

Moderate to vigorous physical activity in fibrotic 
interstitial lung disease (King et al., 2022)10

Continuous eCOA Not reported

Detection of PD motor signs by means of a 
smart phone (Lipsmeier et al., 2022)104

Point in time eCOA On average, daily remote active testing took a 
median of 5.3 min on days without the Symbol 
Digit Modalities Test (SMDT), and 7.32 min 
on days with SDMT. Average adherence was 
high with 96.29% (median per participant) of 
all possible active tests performed during the 
first 4 weeks of the study (i.e., 26–27/27 days). 
Participants contributed a median of 8.6 h/day of 
study smartphone and a median of 12.79 h/day of 
study smartwatch passive monitoring data
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measures can be less burdensome for participants than 
continuous monitoring. For example, in a study designed 
to compare continuous versus intermittent measurement 
via electrocardiogram for atrial fibrillation screening in el-
derly people, compliance for continuous measurement by 
a wearable device worn around the neck was lower than 
that of the intermittent measurement four times daily via 
a hand-held device.53

Number of sensors, technologies/
devices, and body location

The ability to collect data from multiple sensors, either 
multiple sensor modalities on the same technologies or 
multiple distinct sensors attached to different body loca-
tions, could enhance the accuracy and robustness of the 
targeted digital measure.54 The deployment of multiple 
sensors, however, might increase site or participant bur-
den, either by the need to wear those sensors on multiple 
body locations, or the need to charge devices frequently 
due to higher power consumption. This tradeoff between 
data requirements and burden needs to be carefully bal-
anced, especially for large-scale, multisite trials which 

face very different operational challenges than small or 
single-site studies.

During the early days of the COVID-19 pandemic, 
the use of sensor-based DHTs for remote data collec-
tion sharply increased, necessitating a reassessment of 
devices and data quality, consideration of limitations 
of different form factors and body placements, as well 
as the number of devices and measurements. Vital sign 
monitoring sensors are relatively well established and 
understood by both the scientific community and gen-
eral public.44 However, for some measures, deployment 
of multiple sensors is required; for example, concurrent 
measurement of accelerometry data enables better in-
terpretation of ambulatory heart rate data which is la-
bile and may change rapidly depending on the level of 
physical activity.55 Sensor systems that automate the 
time synchronization of data from each sensor are im-
portant to avoid the complications associated with time 
alignment when looking to combine the data collected 
using multiple, independent sensors.

A novel, evolving field of DHT applications in clini-
cal research involves an assessment of multiple concepts 
of interest by means of accelerometers and gyroscopes 
which can be embedded in actigraphy devices or 

T A B L E  2   Considerations for DHT-based measures collected in the clinic and remotely (point-in-time active tasks and continuous 
passive data monitoring.

Setting Pros Cons

In the clinic •	 A fully controlled environment
•	 Tasks with defined features are performed 

under supervision of a healthcare 
professional

•	 High compliance
•	 Ease of data
•	 Less participant responsibility

•	 Do not represent performance under the real world 
conditions

•	 “In the clinic” white coat hypertension/ artificial 
performance/Hawthorn effect

•	 A limited scope of assessment
•	 Represent a snapshot in time and subject to participants' 

motivation or how they are feeling that day
•	 Requires travel to a site and may limit participation in 

clinical trials, especially for participants from remote 
locations

•	 Can be difficult to schedule or burdensome to patients in 
studies with multiple assessments during clinical visits

Active tasks performed remotely •	 Frequent repeated measures to improve 
statistical power and fuller picture of disease 
conditions, e.g., on–off states in Parkinson's 
disease or diurnal variation in asthma

•	 More representative of real-life conditions 
than in the clinic assessments

•	 Short duration of a task

•	 Subjects may experience challenges with technologies 
and may require technical support

•	 Snapshot in time
•	 Task performance compliance may decrease if 

unsupervised
•	 Potential issues with data transfer/synchronization
•	 Contextual data may be required for result 

interpretability

Remote passive monitoring •	 High density data for extended periods of 
time

•	 Representative of how patients function in 
the real-life conditions

•	 Minimal participant's input

•	 A lack of contextual information for data collection 
presents a challenge to data interpretation

•	 Attributability concerns
•	 Technology choice may be limited to devices with a 

convenient form factor and body location
•	 Battery life may represent a limitation
•	 Potential issues with data transfer/synchronization
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smartphone-based inertial measurement units (IMUs). 
Gait and balance, which are impaired in both neurolog-
ical56–58 and musculoskeletal conditions,11 can also be 
assessed using body-worn sensors, and there are multi-
ple options available in terms of the number of sensors 
deployed,59 body placement, and form factors60 either 
for passive monitoring in free living settings or during 
performance of active tasks in the clinic or in a con-
trolled remote setting.59 Deployment of multiple body-
worn sensors to assess gait and balance in participants 
captures detailed data that can provide the high levels of 
sensitivity in specific disease indications,61,62 although 
this configuration may be better suited for assessments 
in the clinic or a controlled remote setting where data 
are collected while participants are performing defined 
tasks under supervision (live or virtual).59 A compari-
son of data derived from six devices and a single lumbar 
mounted device demonstrated excellent and good agree-
ments in PD and healthy participants for a subset of fea-
tures of gait and balance during a 2-min walking task.63

Standards apply to the optimal location of the device 
on the patient's body and may be driven by the balance of 
wear compliance/convenience and measurement science 
in relation to the specific outcome measure of interest.64 
For example, common sensor locations for accelerome-
ters measuring physical activity/gait include the wrist, 
arm, waist, thigh, and foot. The wrist may be chosen for 
patient convenience and maximizing wear time, whereas 
the ankle may be more suited to accurate estimation of 
stepping, the thigh for more robust information on sit/
stand transitions (and therefore sedentary behavior), and 
the waist for optimal estimation of energy expenditure as-
sociated with walking activity.65

While several groups have reported an optimal body 
placement of the IMUs at the waist,66 patient preference, 
and acceptability are important. For example, a study of 
adolescent children wearing an accelerometer showed 
that wear compliance was significantly higher with wrist 
placement compared to hip placement, with comfort and 
embarrassment being cited as major reasons for favoring 
the wrist.67 Complex data collection, consisting of point-
in-time and continuous data, should be considered care-
fully for long-duration assessments, for example, efficacy 
data collection in slowly progressing diseases, assessment 
of ease of use/data sensitivity trade-offs, also requiring 
formative human factor and usability studies to inform a 
final solution for deployment.

Duration and frequency of data collection

The duration of DHT use is one of the factors impacting 
participant compliance. A decrease in DHT wear time 

and subsequent data generation over time has been docu-
mented.27,68 A decrease in compliance from 94% initially 
to 85% over 30 days was reported in older adults wearing 
a fitness tracker for step tracking post cardiac surgery.69 
While the overall compliance for continuous use of a fit-
ness tracker in another study testing the deployment in 
breast cancer participants was 52.5% over 6-month follow-
up, the longitudinal compliance rate rapidly decreased 
over time, reaching 17.5% at day 180.70

The duration of data collection is driven by the trial 
end point, which dictates a minimum time period, for 
example, 1 year is necessary to detect progression in 
PD.71 It is also related to the concept of a minimum 
valid data set, which is defined as the amount of data re-
quired to enable the estimation of the health outcome(s) 
of interest to the degree of accuracy deemed appropriate 
and avoid collecting unnecessary data which may in-
crease participant burden.72 The Mobilise-D project, run 
under the auspices of European Innovative Medicines 
Initiative defined a minimal data set required to deter-
mine reliable digital measures of walking activity and 
gait by collecting data from participants with medical 
conditions, characterized by walking impairment and 
higher than average risk for falls which include chronic 
obstructive pulmonary disease (n = 559), multiple scle-
rosis (n = 554), Parkinson's disease (n = 542), and proxi-
mal femoral fracture (n = 469). Study participants were 
asked to wear a DHT for 24 hours a day for a continuous 
period of 7 days. First, the minimum number of hours a 
device needed to be worn during a single day to deter-
mine if a particular day can be considered valid was es-
tablished. This minimal daily wear time ranged between 
no minimal requirement and >14 hours, depending on 
the measure. Second, the number of required valid days 
was determined for each walking activity and gait pa-
rameter to obtain a reliable value. This minimal daily 
wear time number ranged between 1 day and >1 week. If 
all parameters for all conditions under consideration are 
examined within the same study, the proposed minimal 
daily wearing time of >14 hours during waking hours 
to obtain valid days, and at least 3 valid days to obtain 
reliable parameter values.73

If a DHT-derived measure constitutes a safety 
consideration, such as mobility impairment from 
chemotherapy-induced peripheral neuropathy in oncol-
ogy trials,74 sufficient time should be allocated to collect 
data to detect such a signal. In addition to disease-specific 
considerations, duration and frequency of data collec-
tion can be dictated by the choice of a combination of a 
sensor and a data processing algorithm. For example, a 
minimum duration of sleep data collection by means of 
an actigraphy device has been described and details both 
a minimum baseline period and a specified timeframe 
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for assessment after commencement of treatment in 
the context of interventional studies.75 Additionally, the 
frequency and the duration of data collection should 
be considered according to both a measure's variability 
over time and the DHT's technical performance (veri-
fication and validation1). This can be addressed by sta-
tistical power calculations which involve modeling that 
takes into account measure variability and the number 
of measurements.33 In practice, given the nascence of 
this space, such information might not be available. 
Study teams might need to make certain assumptions 
based on the best available information in the literature 
and collect enough data to better understand the mea-
surement properties and make data-driven decisions.

The other key consideration is to accurately capture 
the concept of interest. For example, the overall physical 
activity, which can be a step count or a number of phys-
ical activity bouts per day,76 may need to be recorded for 
most of the hours when patients can walk and prefera-
bly capture both weekdays and weekends, if activity pat-
terns are likely to differ. On the other hand, collecting 
an aspect of gait, like walking speed or stride velocity, 
requires a small number of bouts of sustained activity to 
be measured for each day to be valid. These approaches 
also require defining a valid day and the number of valid 
days to assess the adequacy of an estimation of the out-
come measure.

Participant burden and prevention of 
missing data from DHTs

DHT deployment in clinical trials is often perceived as an 
additional burden to participants and a complicating as-
pect of trial conduct. However, it is important to separate 
disease-related burden from the burden of DHT use. In 
many chronic health conditions, the two concepts may 
be conflated, as technology use may present an additional 
burden to an already challenged participant population. 
In contrast, the ease of wearable technology use may al-
leviate disease burden by enabling certain medical visits 
to be conducted remotely with supplemental physical ac-
tivity or physiological data36 providing novel insights into 
day-to-day disease changes.77 A large component of bur-
den is the patient's perception of their health condition 
counterbalanced by the utility of a proposed technology 
and its accuracy.78 Whitelaw et al. conducted a systematic 
scoping review of barriers and facilitators to the uptake of 
DHTs which identified that easy to use technology, previ-
ous experience, perceived usefulness, and empowerment 
as key factors that enable the adoption of DHTs, mean-
while difficulties with technology use, technical prob-
lems, certain medical conditions, such as mental health, 

and the lack of interest are barriers that might contribute 
to a perceived participant burden.79

The concept of participant burden is closely related to 
patient data contribution and data missingness.50 Limiting 
the quantity of missing data is an important consideration 
during study planning. Despite the use of statistical ap-
proaches to handle missing data,50 too much missing data 
mean that inferences based on the sensor/wearable data 
may be considered insufficiently robust to be reliable. 
Reducing the likelihood of missing data is therefore an 
important consideration. Researchers can consider three 
components to limiting missing data:

Ensuring acceptable usability and 
feasibility of the sensor-based DHT80 prior to 
study initiation

Researchers should select DHTs that have good usability 
properties with the specific patient population in mind. In 
some cases, this may require usability testing beyond that 
made available by the device manufacturer, especially if 
the study context of use is different from the intended use 
on the device label. Furthermore, feasibility research may 
be required to understand whether the DHT use in the 
context of the protocol is likely to present problems for 
participants—for example, whether the frequency/dura-
tion of use is considered sufficiently burdensome to affect 
compliance.

Providing thorough training to all 
participants (see also site burden and training 
considerations)

Participants should be trained to use the DHT, so that they 
are able to use it as required by the study, for example at 
home, without supervision. It is strongly recommended to 
explain the importance of the data to each participant to 
motivate compliance.

Proactive monitoring of sensor-based DHT data 
compliance during the study

The choice of a particular sensor and data processing 
software which may include a software development 
kit (SDK) may be amenable to data streaming directly 
into a service provider's cloud environment that in turn 
enables visualization and monitoring of compliance 
in near real time by the study site. In this case, auto-
mated alerts and reminders can be triggered to partici-
pants and sites when compliance falls below a defined 
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threshold. Furthermore, notifications and reports may 
facilitate sites' proactive data monitoring and partici-
pant remediation.

Mandatory versus optional consent

As discussed above, the design of DHTs in the study proto-
col requires a careful balancing between the amount and 
quality of data and participant's burden, with the goal to 
optimize participant compliance. Because sensor-based 
DHT data are often used to support exploratory objectives 
in interventional studies, study teams might be tempted to 
make their use optional to reduce burden. Unfortunately, 
this approach most often leads to lower participant will-
ingness to participate, perceived lower data value, and 
subsequently lower compliance with DHT use and conse-
quently insufficient data to answer research questions. It is 
important to note that such consequences are not unique 
to DHTs. Any study components made optional could be 
perceived as not important by participants and sites. An 
alternative approach includes designing a specific sub-
study with mandatory DHT use. As studies that ended up 
with very low compliance for data collection are often not 
reported in the peer-reviewed literature, we highlight this 
as a caution to study teams based on the practical experi-
ence of eCOA consortium members.

In summary, the best practices for implementation start 
with defining a clinical concept of interest, selecting rele-
vant digital measures, making a decision to collect point-
in-time or continuous passive data, defining a number of 
sensors, and their respective body location with subject 
comfort and burden of data collection in mind, duration 
and frequency of data collection as well as taking steps to 
prevent missing data which include acceptable usability, 
providing training to all participants, and proactive mon-
itoring for data compliance. We strongly recommend spe-
cific and mandatory consent be obtained for DHT-based 
data collection.

PARTICIPANT DATA SHARING

Historically, sharing clinical data with trial participants 
was not built into study design or execution, but with the 
advent of patient-focused drug development, the role pa-
tients play in study design, enrollment, and execution has 
changed. Many patients express a desire to see their own 
data beyond the limits of standard of care, and while data 
sharing with participants could be a powerful engagement 
tool, it can present a significant challenge. The classifica-
tion of DHT-derived data as a biomarker or COA23,30 also 
has implications for data sharing. In the case of COAs, 

FDA guidance on patient-reported outcome (PRO) meas-
ures clearly states that PROs should be collected prior to 
sharing any clinical data to avoid introducing biases into 
participant responses.81 This principle also applies to other 
COA categories that capture labile performance charac-
teristics, which depend on participant motivation.11 The 
FDA's guidance on DHTs for remote data acquisition in 
clinical trials notes that “if participants are able to view 
data or results from the DHT, it may impact their behavior 
or evaluation of the investigational product”.1 In the case 
of digitally measured biomarkers, data sharing does not 
present the same challenges because biomarkers represent 
normal or pathological physiology, so are not typically de-
pendent on participant motivation, with a few exceptions, 
such as mobile spirometry, which does depend on partici-
pant effort to produce good quality data.48

Data sharing and its impact on data integrity in clinical 
trials should be considered at the stage of a study design 
which also includes a choice of DHTs. Some technolo-
gies do not provide end users with measurement results. 
However, certain technologies marketed directly to con-
sumers, including some medical devices, such as blood 
pressure monitors and pulse oximeters, as well as commer-
cial fitness trackers, may provide measurement values di-
rectly to patients. The use of DHTs with data visualization 
capabilities should be considered very carefully as they 
may introduce biofeedback and biases that could impede 
the evaluation of a therapeutic intervention. Ultimately, 
data can be shared after study completion. As evidenced 
by the Participant Data Return initiative launched by 
Pfizer, sharing individual participant data is an important 
tool for engaging and acknowledging patients for their 
contributions. Under this initiative, US trial participants 
will be able to register and choose to receive their data 
about 12 months after completion of the trial.82

To summarize, while participant data sharing can be 
highly desirable, the consequences need to be considered 
carefully. Current best practices foresee data sharing at the 
end of this study to avoid an impact on participant's be-
havior and introducing biases.

PATIENT, CLINICIAN, AND 
TECHNOLOGY PROVIDER INPUT

Before finalizing the choice of DHTs, it is imperative to 
consider the number of sensors, body placement, and 
whether point-in-time and/or continuous measure-
ment are required. Roundtable conversations bringing 
together key stakeholders can help substantially in mak-
ing the right choices to ensure successful DHT deploy-
ment in clinical trials. Such conversations performed 
in public forums have demonstrated that stakeholders 
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don't necessarily share the same points of view, but their 
input is essential for value co-creation.17 In addition to 
defining disease features meaningful to patients, people 
living with the disease and/or patient advocacy organi-
zations can provide useful insights into patients' willing-
ness to use a technology, potential barriers to adoption, 
and demonstrate the level of awareness of technology 
use that may be beneficial in a long term. This is espe-
cially true for pediatric populations where the caregiver 
input can be critical for successful DHT deployment.78 
Additionally, clinician (physicians, nurses, therapists) 
input provides an additional perspective and enables a 
path forward toward the deployment in the standard of 
care should an investigational drug receive regulatory 
approval. It is important to separate these assessments 
from feasibility studies as proposed by Walton et  al.80 
These can be conducted as observational or interven-
tional studies and are aimed at generating empirical 
evidence of the sites' experience with DHTs, capturing 
participant experience with the DHT including usage 
compliance, and early assessment of data quality in 
terms of missing or erroneous data.

Concept elicitation studies, aimed at establishing dis-
ease features meaningful to patients, provide valuable 
information about disease features most important and 
bothersome to patients.29 At the same time, these studies 
may result in an opinion from a limited number of pa-
tients with diverse inputs, leading to a further challenge of 
how to reconcile multiple data points in the context of dis-
ease heterogeneity, especially in early disease stages when 
patients may present with a different set of symptoms.41 
Clinicians see many patients, which empowers them to 
draw meaningful conclusions about the most pertinent 
disease features across the population. Clinicians can also 
provide useful insights into how DHT deployment fits in 
with the overall care management plan and highlight po-
tential challenges with deployment.

Technology providers can bring not only technical ex-
pertise but also practical experience of deploying DHTs. 
Sensor-based DHTs come with unique requirements for 
deployment, due to their differences from traditional as-
sessments in the data sources, data collection methods, 
frequency of assessments, specific requirements imposed 
by processing algorithms, definition of missing data,50 and 
statistical methodology.32 For example, passive continu-
ous assessments using a sensor-based DHT may require 
the collection and aggregation of data from multiple days 
prior to dosing to derive a baseline assessment. Multiple 
day assessments may be required for certain concepts, 
such as daily step count or sleep, which require data from 
multiple days to establish a robust baseline. These open 
roundtable conversations involving sponsors, patients 
and patient organizations, clinicians, and technology 

providers are more an exception than the norm. Often 
conversations between sponsors and key stakeholders 
are held separately because of confidentiality concerns. 
However, most successful publicly available examples 
demonstrate that plurality of opinions and contributions 
brings the best results.16,17

Briefly, multi-stakeholder consultations which include 
clinicians' and technology providers' input, in addition 
to patients' feedback, provide a range of opinions and 
increase the chances of successful DHT deployment and 
compliant data collection.

DIVERSITY, EQUITY, AND 
INCLUSION

The topics of diversity, equity, and inclusion are often 
mentioned in the context of DHT deployment in clini-
cal research. Given the previously mentioned potential 
benefits afforded by DHTs, they could aid in diversifying 
populations in clinical trials, consequently making study 
results more generalizable and providing a much-needed 
increase in access to trials. While the publications in peer-
reviewed literature remain largely conceptual,22,83 we pro-
vide here some considerations based on the experience of 
eCOA Consortium members.

An experimental design should be fit-for-purpose and 
take into consideration demographics of potential par-
ticipants. Some experiments aimed at assessing multiple 
digital features and ascertaining their utility may require 
deployment of multiple sensors and questionnaires, com-
bining point-in-time and continuous data collection. 
These experiments may be better performed at a small 
number of sites enrolling motivated participants who 
might have a higher degree of technology literacy. These 
initial experiments are often considered pilots. In addition 
to selecting variables of interest, they can also provide 
valuable learning experience about future deployment of 
devices and measures.

Experiments aimed at collecting data in ethnically 
and socio-demographically diverse populations can be 
achieved with simple solutions that require minimum ef-
fort from end users, incorporating features such as long 
battery life, convenient form factor, and seamless data syn-
chronization, all often found in commercial technologies. 
Studies done at Montefiore Medical Center in Bronx, New 
York provide an example of streamlined data collection 
in an ethnically diverse population.84,85 Cancer patients 
receiving radio- or chemoradiotherapy had an option to 
wear a lightweight fitness tracker before starting the ther-
apy, throughout the treatment, and during a follow-up. The 
fitness tracker was waterproof, had a long battery life, and 
the data were synchronized automatically every time the 
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patients attended a follow-up visit. This simple, stream-
lined data collection protocol resulted in high compliance 
of 94%. Daily step count derived from this fitness tracker 
was shown to be a strong dynamic predictor of hospital-
izations. Additionally, the baseline activity as determined 
by daily step count in patients with locally advanced non-
small cell lung cancer was a stronger predictor of survival 
than a traditionally deployed tool, the Performance Status 
physician rating scale.86

Additional considerations must be given when mov-
ing to scale the deployment of DHT-based assessments 
to a diverse population. These considerations range from 
analytical validation to capture technical performance in 
racially diverse participants to validating gait and balance 
algorithms for people using walking aids to adjusting to 
variability in body sizes. During the COVID-19 pandemic, 
the issues of racial discrepancies came to light when oxy-
gen saturation levels were concurrently measured by pulse 
oximetry and arterial blood gas, demonstrating that pulse 
oximetry overestimated oxygen saturation among Asian, 
Black, and Hispanic patients compared with White pa-
tients as reported by Fawzy et al.87 While this publication 
does not report specific pulse oximetry models deployed 
in the study sites, a choice of a specific device model is 
critically important. FDA guidance on premarket notifi-
cations for pulse oximeters88 recommends testing devices 
in participants with different skin tones to avoid the issues 
described above. An independent validation study, inves-
tigating accuracy of pulse oximeters, demonstrated sub-
stantial variability among models in accuracy as related 
to skin tones and also data missingness.89 The other ex-
amples include variations in gait and balance for patients 
who are using walking aids90 and the requirements of dif-
ferent arm circumferences for blood pressure monitors.91

In summary, we recommend carefully considering 
the populations to be enrolled in the studies that include 
DHT-based data collection and select technologies that 
are fit for purpose for the specific data collection strategy 
required by the protocol, taking into account population 
demographics and potential technology literacy. There 
could be great variability in DHTs, and simple technolog-
ical solutions best fitted for geographically and ethnically 
diverse populations.

SITE BURDEN AND TRAINING 
CONSIDERATIONS

At present, DHT-derived measures rarely replace more 
traditional tools, like clinician rating scales or laboratory 
tests; instead, they are usually implemented in addition 
to the traditional measures, leading to increased study 
complexity. This is likely to remain the status quo until 

enough data are collected and analyzed to allow sponsors 
to streamline to a DHT-centric strategy with confidence.

However, it is unlikely that sensor-based outcomes would 
replace the patient voice, as patient perceptions of changes 
in their health status in relation to a new treatment is a vital 
element of its long-term utility. Consequently, DHT imple-
mentation should be considered carefully with an appropri-
ate implementation plan—if DHTs are poorly implemented, 
this can result in reluctance from sites to use them in trials. 
Protocol instructions and traditional best practices for con-
ducting clinical studies typically suggest directing partic-
ipants to contact their site for help with protocol-related 
questions/issues, yet the role sites play in supporting partic-
ipants with respect to DHTs is yet to be adequately defined. 
One study suggested there are eight key characteristics 
contributing to site burden: comprehension, time, commu-
nication, emotional load, cognitive load, research engage-
ment, logistical burden, and product accountability.92 These 
issues are augmented by the fact that there is only limited 
reimbursement for DHT implementation in care delivery 
settings,93 hampering overall adoption of DHTs. In this 
situation, DHT deployment in clinical trials remains the 
mainstream of DHT adoption, and a close collaboration 
among sites, sponsors, and technology providers is critical. 
The quality of site training has a direct impact on patient 
compliance as sites are the main point of contact for par-
ticipants concerning technology deployment, troubleshoot-
ing, and providing feedback. Sites often report feeling they 
have received inadequate training and a subsequent lack of 
understanding of the DHT and have no immediate access 
to self-help tools to find solutions to participants' questions 
quickly and easily. It is also key to ensure that the sites and 
participants understand the goal of the device inclusion, and 
this is central to the study design. As the number of differ-
ent and varied clinical tools and DHTs expands, so does the 
demand from sites for training and participant support, ex-
acerbating the site burden. The enhancement in data quality 
invariably comes with an increased burden on the partici-
pants and sites. This tradeoff between data and burden needs 
to be carefully balanced, especially for large-scale, multi-site 
trials, which face very different operational challenges from 
small or single site studies. Best practices include developing 
clear, step-by-step materials to train the sites, in addition to 
offering training sessions that provide hands-on experience 
with devices and related software along with refresher train-
ings. The phase and size of the trial may add additional re-
quirements and are discussed below.

Early-phase studies

Early-phase studies, including Phase 0, are ideally posi-
tioned to conduct initial pilot and validation experiments 
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with complex devices and/or deployment schedules, 
which may ultimately lead to a smoother implementa-
tion process and enhanced participant compliance in later 
phase trials. Sites may require in-person training to be 
comfortable with coaching participants in using DHTs. 
Moreover, sites must have time zone-appropriate access 
to DHT helpdesk support in case trial participants experi-
ence difficulties with technologies. These practices can be 
supplemented with concise and relevant self-help training 
materials, which must be reviewed on a regular basis and 
updated to ensure site feedback is incorporated.

Late-phase/global studies

In the context of multi-site global studies, training consid-
erations should include consistency of materials, includ-
ing translatability and scalability of training. Sometimes, 
a basic proof of concept study focusing on both site and 
participant concerns is needed to establish a global scal-
able model of deployment. It is important to consider that 
when multiple providers are involved to capture remote 
data, a centralized role coordinating training and commu-
nication is needed. The instructions provided by the DHT 
manufacturer/developer may be sufficient in certain cases 
for training, but they must be evaluated carefully, ad-
justed to the trial needs and performance of training docu-
mented. Defining participant and site support models will 
depend on the size and geography covered by a study; a 
single point of contact for each user group and escalation 
channels is recommended. Support models may include a 
combination of training modules for review and ‘how to’ 
documents that remain readily available to the site.

Briefly, the best practices for site training are aimed at 
minimizing the site burden, and include providing train-
ing materials (online or in-person training as appropriate 
to the study stage) to familiarize the site staff with tech-
nologies to be deployed, incorporating the feedback from 
the sites, and to provide helpdesk support.

COMPLIANCE MODELING

The use of computational models informing drug devel-
opment has grown substantially since initial experiments 
in the early 1990s.94 One of the best-known approaches 
is model-informed drug development proposed by the 
FDA.95 A similar approach could be applied to sensor-
based DHTs: Disease condition and DHT-derived data 
can be modeled to inform future study design, including 
anticipated compliance and data missingness. The prolif-
eration of DHT applications in recent years has resulted 
in the creation of large datasets with digital components. 

These include natural history studies in particular in-
dications, such as the mPower study launched by Sage 
Bionetworks to digitally assess disease severity in PD7 and 
the digital cohort of the Parkinson's Progression Markers 
Initiative (PPMI),96 or observational datasets across differ-
ent conditions with longitudinal follow-up, for example, 
the UK Biobank study.97 These datasets are publicly avail-
able and serve the important purposes of demonstrating 
the feasibility of digital data collection,98 characterizing 
standardized clinical assessments against which digital 
measures are usually benchmarked,99 addressing press-
ing medical questions such as predicting mortality risk 
using objective data,97 discern difficult concepts of inter-
est such as frailty,100 or detect gait in a “walk-like activity” 
in PD under real-life conditions.96 In addition to these in-
disputable achievements, research conducted with these 
datasets can be very informative about patient compli-
ance over time7 and provide good examples of computing 
compliance using publicly available datasets with detailed 
description of data processing,101 creating opportunities 
for data modeling to inform future study design which in-
cludes study powering and understanding data behavior 
to achieve predictable results.

Publicly shared datasets from natural history studies 
can be leveraged to model participant compliance, data 
missingness, and study power calculations to inform fu-
ture study designs. Additionally, these datasets can be 
used to understand data performance and its limitations 
as demonstrated by the Mobilise-D project.102

CONCLUSIONS

DHT deployment practices in clinical trials continue to 
evolve and are sometimes still perceived as a complicating 
aspect of study conduct due to uncertainty with predicting 
participant and site burden and, consequently, participant 
compliance in generating the data. A somewhat slower 
rate of sensor-based DHT adoption has been observed than 
originally anticipated, despite the numerous benefits that 
DHT deployment can potentially offer. A variety of reasons 
have been suggested for this slower rate of adoption, and 
the lack of well-articulated best practices of ensuring par-
ticipant compliance is among them. To address this gap, the 
member firms of the eCOA consortium reviewed literature-
based evidence and augmented this evidence with their ex-
perience in supporting DHT deployment in clinical trials.

Limitations

This review has several limitations. First, the selection 
of topics is based on those frequently raised by eCOA 
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Consortium members, and this selection may be biased 
toward members’ experience. Second, some of the pro-
posed best practices are also based on the collective expe-
rience of the consortium members rather than systematic 
or scoping literature review which potentially may also 
introduce biases. This review did not follow the PRISMA 
guidelines103 which would have forced the omission of 
Consortium member experience and topics not covered 
in the peer-reviewed literature. We believe that sharing 
these practices based on work-related experience aug-
ments scientific knowledge and can stimulate the concep-
tion of evidence generation studies which are critical for 
the development of regulatory science. Third, the selec-
tion of categories is based on both the consortium member 
experience and the literature which may evolve over time 
as more data and results are published.

The proposed best practices can be separated into five 
main categories (Figure 1):

1.	 Sensor and DHT measure selection. Considerations for 
deploying sensor-based DHT to ensure optimal partici-
pant compliance include defining a clinical concept of 
interest; determining whether this measure can be cap-
tured by a sensor-based DHT and digital measure selec-
tion; defining a data capture mode: point-in-time active 
or continuous passive data collection; deciding on a 
number of sensors and corresponding body location; 
duration of data collection and frequency of use which 
altogether contributes to perceived participant burden 
defined as a balance between participant perception of 
their health condition and the utility of proposed tech-
nology and its accuracy; prevention of missing data; 
and mandatory versus optional consent for DHT data 
collection.

2.	 Participant data sharing. Sharing the DHT enabled re-
sults with participants could be another opportunity 
for participant engagement; however, careful consid-
eration should be given to the data sharing's potential 
impact on the clinical trial data integrity.

3.	 Diversity, equity, and inclusion is one of the benefits of 
DHT adoption, though specific research aims may re-
quire input from demographically different populations. 
Engaging the sites by assessing DHT deployment-
related site burden and developing site and participant 
facing materials carefully optimized for early and late-
stage studies is an integral part of best practices which 
also include regular site feedback and feedback-based 
training material updates.

4.	 Patient, clinician, and technology provider input. 
Establishing an open dialogue between patients and 
patient organizations, clinicians, and DHT technology 
providers ensures that the challenge of deployment can 

be accessed from multiple points of view and lead to 
value co-creation.

5.	 Compliance modeling. Following the example of model 
informed drug development proposed by the FDA, 
uncertainty of future participant compliance can be 
modeled using publicly available datasets which often 
come from natural history studies. Several precom-
petitive efforts have produced empirical data from ob-
servational studies that can be used to extrapolate the 
results of future clinical trials and inform study power 
calculations.

DHT adoption rate will continue to increase as more 
examples of DHT-enabled study results appear in the pub-
lic domain. Our proposed best practices aimed at optimiz-
ing participant compliance need to be tested holistically as 
an integrated approach and adjusted based on empirical 
evidence.
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